














MUST HAVE NICE TO HAVE
Windows Event Logs 

(Security/System/Application/Powershell x3)
Windows Management Instrumentation (WMI)

Web Proxy Logs Sysmon Logs

Anti-Virus Logs DNS Replies

Firewall Logs DHCP Logs

IDS/IPS Logs Metering Data (SCCM)

E-mail Gateway Logs Web Application Firewall

VPN/Remote Access Logs Multi-Factor Authentication Logs

DNS Requests Exchange Audit Logs

Web Server Logs Database Query Logs

Automated Sandboxing Vulnerability Scan Data

Application Whitelisting Remote Desktop Application Log
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Plan

Develop 
Use Case

Implement

Operationalize Transition the rule into monitoring 
& maintenance

Build correlation rule logic in SIEM & test it

Determine tools, log sources, pseudo-code

Identify an attacker TTP you would like to detect



Test Environment
Implementation

Production 
Implementation

Tuning

• Implement logic in Test environment
• Test logic through replaying events or simulating events
• Monitor performance impact

• Promote content to production environment
• Test logic in production environment through event simulation
• Assess performance impact on SIEM platform

• Perform tuning to identify false positive (i.e. scanners, proxy, etc.) 
conditions and filter them out to increase use case fidelity

DAILY!
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Use Case Library Alert Tasks

• UC001: EXE Download from Uncateg
• UC002: Detect PoisonIvy RAT
• UC003: Meterpreter Detect
• UC004: Malware on Critical Server
• UC005: APT29 IOCs Detected
• UC006: gate.php request Zbot
• UC007: Locky CnC Callback
• UC008: CryptoWall Callback
• UC009: Ipso Lorem Facto
• UC010: Hello Kitty Malware
• UC011: What The Malware
• UC012: Suspicious Service Installation
• …

• AT1: Perform Mail Gateway Lookup
• AT2: Source IP Data Collection
• AT3: Destination IP Data Collection 
• AT4: Submit file to Automated Sandbox
• AT5: Proxy Full Day Report
• AT6: Proxy 1 Hour Report
• AT7: Destination IP Analysis
• AT8: Proxy URL Re-categorization
• AT9: Acquire AV Report
• AT10: URL Analysis Activity
• AT11: AV File Submission
• AT12: Detailed IDS/IPS Lookup
• …



Alert Name Priority L1 Actions To Take

UC001 - EXE Transfer 
from Uncategorized 
Website

Medium • AT4: Submit file to Automated Sandbox

• AT2: Source IP Data Collection

• AT8: Proxy URL Re-categorization

• AT10: URL Analysis Activity

• AT11: AV File Submission

• AT12: Detailed IDS/IPS Lookup







Field Name
The normalized field names from source log data

Value
The actual value that the field holds for that specific entry

Function
A function that needs to be developed and programmed into the 
SIEM

List Name
The name of a reference list that should be pre-populated during 
the development phase







https://github.com/mbevilacqua/appcompatprocessor/blob/master/AppCompatSearch.txt























Event ID: 7045
Username: AD\compromisedUser
Event Message:
A service was installed on the system.

Service Information:
Service Name: NlCDHxYwMDHIOjtS
Service File Name: %COMSPEC% /C start %COMSPEC% /C powershell.exe -
NoE -NoP -NonI -ExecutionPolicy Bypass –C “sal a New-Object;iex(a 
IO.StreamReader((a IO.Compression.DeflateStream([IO.MemoryStream]
[Convert]::FromBase64String(“SSByZWFsbHkgaG9wZSB5b3WSdmUgbWlzc2VkIG1l
IGEgbG90Li….==“)





In 7045: "Service Name" actually shows the “Service Display Name” and not the “Service Name”











Daniel Bohannon – DerbyCon 7 – Revoke-Obfuscation
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https://github.com/rsmudge/Malleable-C2-Profiles/tree/master/normal
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\WINDOWS\dver\



FRAMEPKG.EXE” && FilePath NOT matches “McAfee”



”





https://www.fireeye.com/blog/threat-research/2017/05/fin7-shim-databases-persistence.html
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https://www.fireeye.com/blog/threat-research/2017/05/cyber-espionage-apt32.html



https://www.fireeye.com/blog/threat-research/2017/05/cyber-espionage-apt32.html



https://github.com/rsmudge/Malleable-C2-Profiles/blob/master/normal/safebrowsing.profile
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