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[bookmark: _Toc671193264]Purpose:
Objective: A document outlining how to back up data, where it is stored, retention periods, and how to restore it.


[bookmark: _Toc1832564438]Scope:
[bookmark: _Toc1845718829]Coverage: 
This document applies to all business-critical data and configurations, as well as any data or documents which require long term storage for compliance and legal reasons.
[bookmark: _Toc2024618010]Environment: 
	Backup Scope
	Backup tool
	Frequency
	Location
	Retention Period
	Restoration Process
	Date Last Tested

	Google Drive Documents
	Manual copying
	Weekly
	<link to backup location>
	1 Year
	<link to restoration procedure>
	

	Github repositories
	<link to backup script>
	Daily
	<link to backup location>
	1 Year
	<link to restoration procedure>
	

	
	
	
	
	
	
	






[bookmark: _Toc1348349827]Definitions:
[bookmark: _Toc1972799659]Key Terms:
Describe any key terms required.


[bookmark: _Toc174480942]Policy / Standard Requirements:
[bookmark: _Toc1401448727]General Requirements:
To ensure business continuity and availability by ensuring critical components of the organization are backed up and able to be restored when required.
[bookmark: _Toc763325896]Detailed Standards:
The following is a checklist to validate the backup and restore process is working as intended.

Backup Implementation
· Backup tool selected
· Backup frequency defined and scheduled
· Offsite or secondary storage defined
Retention Policies
· Compliance requirements defined and adhered to
· Retention requirements defined and configured
· Automation implemented (if possible)
Security & Accessibility
· Data is encrypted
· Access is configured and tested with least privilege
· Access tested
Restoration Process
· Recovery procedure tested
· Instructions updated if required
· Restore activities logged for auditing and compliance
Ongoing Monitoring & Maintenance
· Monitor for backup success/failure daily / weekly
· Prioritize fixing any backup failures
· Review and update policies annually



[bookmark: _Toc972486431]Roles and Responsibilities:
[bookmark: _Toc1232594456]Policy Owner(s): 

[bookmark: _Toc2081176035]Implementation team:

[bookmark: _Toc2089449841]Oversight team:

[bookmark: _Toc2044776491]Users:



[bookmark: _Toc1335944234]Auditing, Monitoring and Enforcement:
[bookmark: _Toc351519113]Auditing requirements:

[bookmark: _Toc1997388720]Monitoring and enforcement process:



[bookmark: _Toc244274507]Exceptions:
The following are exceptions to this backup and retention policy:
	Requirement
	User
	Approver
	Date Approved
	Reason
	Expiration Date
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[bookmark: _Toc1297094016]Supporting documentation:
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